
Notes for a Risk Limiting Tabulation Audit- Colorado Nov. 7 Coordinated Non-partisan election 

Harvie Branscomb harvie@electionquality.com (advanced topics for followers of the Colorado RLA who are likely 

enablers, regulators or implementers of future tabulation RLAs – look for this doc on http://electionquality.com) 

This week Colorado will pioneer an almost statewide election tabulation audit based on risk-limiting mathematics that is 

state of the art with an optimistic but practical reality catching up. This is a most timely but long sought-after addition to 

the toolbox available to both officials and the public to verify election accuracy and integrity.  The RLA will be an 

important part of Colorado’s evidence-based elections. This document intends to open discussions about challenging 

and perhaps obscure aspects of the risk-limiting tabulation audit. This is not intended as a sales pitch for RLA, although 

there is so much merit to RLA that deserves crystal clear explanation and promotion. Neither is this an explanation of 

RLA- there is prerequisite knowledge essential to understand the contents here.  

First, for reference, the controlling rule for Colorado’s RLA is located here:  

https://www.sos.state.co.us/pubs/rule_making/CurrentRules/8CCR1505-1/Rule25.pdf 

The enabling statute is located here: C.R.S. 1-7-515 

1) BACKGROUND. Colorado (CO) is now a mostly “mail-ballot” state with a few percent of voters appearing at vote 

centers to register, vote, obtain replacement ballots, change affiliation etc. Precinct voting no longer exists in 

CO. CO is a same-day registration state. The statewide voter registration database is constantly updating 

registration records. Tabulation by the voting machine used by the voter is rare--there are very few instances of 

DRE voting in a few remaining counties. Except for very few DRE, all ballots in Colorado are paper, the vast 

majority are voter-marked paper returned by drop-off or mailed back in pre-addressed affirmation-signed 

envelopes. All except DRE are per-county centrally tabulated by scanner. 

 

In all large counties these envelopes are digitally imaged and bar-code-read, then (except Jefferson County) 

images of signatures are compared by software to a sample from SCORE, the statewide voter registration 

database. Between 25% to over 65% of envelope signatures in “sorter” (large) counties (except Jefferson 

County) are approved as a match by software that is not subject to certification. Signatures not approved by 

software are shown on screens to election judges who may send the envelope to a cure process that sends a 

letter to the elector requesting an ID copy and an affirmation that the signature is theirs. In non-sorter counties 

(the vast majority) election judges conduct the signature verification with a physical envelope in hand, which 

they compare to images of signatures on a screen.    

 

In-person voting in CO always includes an option to vote on-screen with options for disability, in most counties 

on a tablet-based Ballot Marking Device that prints a QR code representing the voter intent and a selections-

only list of choices on an 8.5x11 inch paper. The voter may verify the printout and, if the voter is satisfied, 

deposit it in a ballot box. In all counties the in-person voter may alternatively vote by the mail-in system using a 

signed envelope. In some counties the voter may receive a “flat” ballot that can be voter marked and deposited 

in a ballot box.  

 

Almost all votes are tabulated centrally by county in a single location in each county. Tabulation may begin as 

early as 15 days prior to election day. Late ballots are counted by the end of the 8th day and consist of military, 

overseas, dropped out of county, provisionals if approved by that date, signature cured, ID absent but required, 

and in some counties ballots deliberately held back. Holding back is done in Boulder County in order to protect 

privacy by seeking anonymity in numbers of each style of ballot. Audit tabulation and commitment begins on the 

9th day. Certification deadline in an odd year election is by the 18th day but the SOS has ruled that the deadline 

could be extended per county if necessary. Provisional ballots are now rare due to the same-day registration 

statute. 

 

http://electionquality.com/
https://www.sos.state.co.us/pubs/rule_making/CurrentRules/8CCR1505-1/Rule25.pdf
http://www.lexisnexis.com/hottopics/colorado?app=00075&view=full&interface=1&docinfo=off&searchtype=get&search=C.R.S.+1-7-515


Much documentation of the RLA adoption process is located on the CO SOS website here: 

https://www.sos.state.co.us/pubs/elections/VotingSystems/riskAuditGroup.html 

 

2) SCOPE. The scope of the CO RLA starts with a set of tabulated ballots - eligibility of these ballots is not 

considered by the audit - therefore incorrect outcomes cannot all be discovered or corrected by the RLA alone. 

It is incorrect to expect the RLA to simply confirm or correct the outcome by achieving the risk limit: a RLA is no 

better than the paper trail it relies on. In CO, the eligibility of each ballot depends on a constantly changing 

statewide registration database and also a signature verification process that involves envelope scanner/sorter 

machines running uncertified software. To confirm outcomes, these processes need comparable evidence-based 

auditing.  However, the bulk of the risks associated with well voiced public concerns are addressed by the 

tabulation audit – the RLA. Hence it represents a magnificent step forward in election verifiability. And that is 

why this document exists. 

 

3) MANIFEST. The ballot manifest ideally includes all cast ballots so every ballot known to be cast by any elector is 

subject to audit. The ballot manifest must ideally be sourced or verified without relying on the vote tabulation 

system and particularly earlier than the creation of the CVR. Upon casting by the voter, regardless of method, 

there is no way to know the batch that a ballot will be tabulated in. Such an ideal independent manifest will 

begin with knowledge of the presumed existence of a ballot and perhaps the style that the ballot should 

represent based on the residence of the voter. Later, probably after the ballot is separated from voter identity, 

the manifest can be updated with knowledge of the storage location (box, batch, sequence) of the ballot – 

probably before tabulation. In CO in 2017 the auditing counties will generally be building the ballot manifest 

from the CVRs. This can be improved upon in the future.  

 

In CO the rule-based definition of a cast ballot is one that has been received by the county clerk. This can also be 

improved upon to be more related to the intention and action of the voter. For example, unstaffed outdoor 

drop boxes could automatically read bar codes on envelopes to timestamp the  casting of the ballot, thus 

creating an early entry in the ballot manifest. Such a ballot manifest, to protect voter privacy, will have to 

achieve ballot anonymity. CO has some experience discussing the systematic needs for ballot anonymity and it is 

addressed below. 

 

A more extensive discussion of ballot manifest as it relates to RLA is found here: 

http://www.sos.state.co.us/pubs/elections/VotingSystems/riskAuditFiles/20170312BallotManifestDiscussionBra

nscomb.pdf 

 

4) STYLES. Ballot style (in 2017 typically a district style) is ideally known to the ballot manifest independent of 

information from the tabulation system. In precinct polling (other states) the ballots likely are already sorted 

naturally by style. In central mail ballot processing, typical of most ballots cast in CO, envelopes can be sorted by 

style before opening, and preferably the style will be confirmed upon opening.  This practice exists in some CO 

counties for mailed-in and dropped-off ballot envelopes. Many counties are not sorting by style. Some are 

sorting out rare styles in order to batch them together. If style is available within the ballot manifest before 

tabulation (and not obtained from the CVR) then smarter sampling can take place for intra-county contests, 

avoiding capture of ballots for which no audited contest is on the ballot.  

 

The 2017 election is characterized by a relatively low number of styles in many counties, particularly those that 

choose not to produce precinct styles (not required in this election).  The districts on these ballots (muni, 

special, school) are not generally aligned to precincts and hence many splits occur with a profusion of printed 

styles when precincts are included in style coding. Boulder County is (probably unique in CO) printing precinct 

styles but sorting ballots in envelopes by district style. Their envelope scanner/sorter (Bell and Howell) has 16 

sorter bins and they have 14 district styles. Sorting by style using a third pass on the sorter provides an excellent 

https://www.sos.state.co.us/pubs/elections/VotingSystems/riskAuditGroup.html
http://www.sos.state.co.us/pubs/elections/VotingSystems/riskAuditFiles/20170312BallotManifestDiscussionBranscomb.pdf
http://www.sos.state.co.us/pubs/elections/VotingSystems/riskAuditFiles/20170312BallotManifestDiscussionBranscomb.pdf


foundation for anonymity of ballots by creating uniformity within each batch. Jefferson County is reported to be 

sorting simply for rare styles in order to combine them into uniform batches. 

 

5) MEASURED RISK. Opportunistic auditing is possible when contests without risk limits are also captured. These 

audit results could be reported as measured risk limits. There is concern about the impact of reporting risk 

measurements for contests for which the risk limit is not met only because no attempt was made to achieve a 

risk limit and insufficient ballots were sampled. When wide margin contests drive the sampling, opportunistic, 

measured risk limits are likely to be unconvincing. Measured risk limits can be calculated outside of the audit 

procedure and after its completion. Of course the best solution is to have minimum margin contests countywide 

assigned to achieve risk limits to “drive the audit sampling” that will pick up all intra county contests. It may still 

be necessary to have minimum margin intra-county districts assigned risk limits in order to adequately audit 

them. This is particularly true if auditing is to replace recounts in CO. CO’s recount statute is somewhat defective 

because it divides the margin in votes by the prospective winner’s vote count rather than by the number of 

ballots cast in the contest (including undervotes). Because of the denominator, CO’s threshold for recounts 

starts weaker than other states and weakens with additional candidates and additional undervotes compared to 

other states that have a ½ percent threshold. In order for the RLA to replace the recount, it must address all 

multi and intra-county contests somehow. 

 

 

6) MEASURED WORKFLOW. Time stamps on audit events will be useful for evaluating the workload associated 

with various characteristics such as size of batch, use of imprinting, type and size and method of storage of box, 

multi card ballots etc. I understand the software is capable of generating such time stamps and we are hoping to 

be able to analyze this time-stamp data in the future if it is collected and published. Use of the uniform CORLA 

Tool will make this collection of time-stamps feasible and harmless. 

 

7) IMPACT OF SOFTWARE. While Free and Fair have created auditing software of great value in a very short period 

of time, the limitations of time during this year for development of software have limited the functionality and 

arbitrarily closed off some options. Software allows the audit to perform functions that are impractical by hand. 

This might be a cause for reduced resilience in the process. One of several remaining issues is whether the audit 

should be designed to allow incorporation of functions that only software can do, or should it be possible to fall 

back to a manual approach for fail-safety. I am advocating for the latter--all audit process should be verifiable 

and also capable of timely reconstruction by the public. 

 

8) OPPORTUNISM. This first CO RLA audit is limited to one contest that is used to drive the sample in each county 

and that one that has been selected is a countywide contest if available. In the future, CO audits will surely audit 

statewide and other multicounty contests that require coordination of data flow from separate counties.  This is 

one explanation for chunking the data flow into “rounds,” that are in fact unnecessary in the 2017 audit.  When 

several contests are being “audited” to a risk limit, in many cases the same ballots can be sampled to satisfy risk 

limits in more than one contest, so audit workload might not increase substantially as additional contests are 

audited. Because we are capturing all data from contested contests, it is possible to measure the risk for 

contests that do not drive the sample for the audit and may not reach a risk limit. This has been described as 

“opportunistic auditing.” When the narrowest margin among county wide contests is selected to drive the audit, 

it is likely that other wider margin contests that are also countywide will attain the same risk limit or an even 

smaller risk limit. This means that other same-scope contests will be seen to benefit from opportunistic auditing 

as long as the votes are captured from the sample for those contests (as is being done.) In 2017 we will also be 

able to simulate multi-county coordinated audits and perhaps some intra-county audits using the data captured. 

 

9) COUNTY PLANNING. Counties may fear the lack of predictability of the workload of the audit, particularly when 

it may spread into the Thanksgiving holiday. The spreadsheet in Appendix 2 contains the initial predicted sample 



size for the selected contests in each county. El Paso county is predicted to audit 15 ballots out of almost 

150,000 cast, while Gilpin likewise may audit 15 out of 1,400. The largest currently predicted sample is in 

Arapahoe with slightly over 570 ballots. These numbers are calculated before late arriving ballots are tabulated 

and also before any discrepancies are encountered. It would make equal sense for Gilpin and for El Paso to 

audit, for example, 30 randomly selected ballots at their discretion and according to reasonable staffing 

decisions in the first round just because they have an audit team and supportive staff (at least in El Paso) that 

are needed for the audit work to begin. It is desirable to all counties to be allowed to audit “ahead” of the 

required samples, and to be able to use this work to satisfy the audit in case discrepancies are encountered. It 

remains unclear if the audit interface defined in the CORLA Tool will permit this locally motivated behavior. 

 

Secondly, the CORLA Tool has been designed to sort the required samples for maximum access efficiency, but 

the audit theory requires audited ballots to be evaluated without gaps in sample sequence. Counties may “audit 

ahead” but only the ballots interpreted up to any gap left in the sequence can be used for audit decisions. 

 

10) INDEPENDENCE: Counties in CO are accustomed to making some methodology and start-stop decisions on their 

audits autonomously. The need for future statewide audit coordination makes this impractical. Principled blind 

capture of voter intent on the sampled paper means that voting system CVRs will not be accessible to the audit 

board until after they commit to an audit adjudication. Audit rules make this clear but there are common sense 

reasons to have concerns about conformance to this rule.  Independence of the audit board from the original 

adjudicators and also the staff operating the election is also important but will naturally be difficult to achieve 

and perhaps more difficult to confirm. I hope that documentation of this 2017 audit will be sufficient to reveal 

instances where the auditors were not working independent of the original adjudication or largely consisted of 

staff responsible for election management. 

 

11) FULL HAND COUNT. Similarly, counties have an interest in deciding when it makes sense to escalate from a 

sampled audit for a contest to a full, more efficient hand count - interpreting ballots sequentially as stored. This 

decision will affect other counties when, in future, multi-county contests are to be audited. Audit protocol and 

perhaps theory will need to be advanced to accommodate. CO counties are typically not confident about 

accuracy of hand counts. Under separate cover I have contributed to a proposal for a machine assisted hand 

count protocol that might suffice to achieve the necessary accuracy with the beneficial property that the hand 

interpretation and count increases with accuracy as it is reiterated upon discovery of discrepancy. Linked here: 

http://www.sos.state.co.us/pubs/rule_making/written_comments/2017/20170718BranscombMcCarthy.pdf 

 

12) IMPRINTING. Some counties with Dominion (Canon) scanners large enough to be capable of imprinting using an 

optional additional hardware are doing so- some using black ink, some using red ink. Only Boulder is re-using 

Canon DX-10C scanners from a previous Hart system that are capable of being fitted with imprinters that 

operate before the scanner head. Other counties’ imprinters print after the scan head.  Boulder is imprinting on 

ballots in black and using red targets with red dropout. Boulder’s scans will have an image of the code printed by 

the imprinter in a column between the left registration marks and the ballot text. Jefferson County piloted 

imprinting with the ES&S DS850 in 2015.  They learned to stack ballots in large batches on edge so that the 

imprint can easily be browsed for the audit. Adams county is also imprinting. I hope to learn which counties are 

using imprinters and which ink they are using. 

 

13) MULTI-CARD BALLOTS.  I learned that in 2017 only Denver County is printing styles in 2 and perhaps 3 cards due 

to a large number of long text questions. Denver prints its ballots in two languages, so ballot real estate is in 

effect cut in half. It appears that Denver (perhaps by Dominion design) is not allowing question texts to span 

cards and question texts might not be allowed to span sides. This results in white space after many of the ballot 

questions and in some counties more cards might need to be used as a result. Multiple cards in an election are 

painful if they require paired alignment for purposes of counting the number of ballots cast using the tabulation 

http://www.sos.state.co.us/pubs/rule_making/written_comments/2017/20170718BranscombMcCarthy.pdf


device. Some counties have resorted to laboriously adding a dummy card to replace the one missing in the 

envelope from the voter.  

 

Style can be considered to span cards as we are implementing elections in CO now, or alternatively address 

single cards. With a style per card ballots can be designed to remedy the problem of rare styles. An extra card 

can contain only (segregated) district elections that cause rare styles when combined on a ballot with other 

districts. Once the elections are made independent on two cards of the ballot and two styes and in two CVR 

files, they will tabulate separately and can by representing sufficient numbers per style protect voter privacy.  

The ballot manifest, if created at the time of opening of the envelope (or casting of the ballot cards in-person), is 

the place to count number of ballots cast.  The tabulator counts the number of cards counted and defines the 

anonymous batch contents needed for auditing. Dominion CVRs are specific to card, not to ballot, thus 

supporting this use. Tabulation batches can and should be inconsistent with envelope batches that contain voter 

identity. 

 

Multi card ballots on Dominion generate separate sets of CVRs for each card. Denver will be the first county in 

CO to experience imprinting on multi-card ballots. No doubt the printed sequence number relates to cards and 

CVRs not to ballots. This will require extra attention in calculations related to accounting and audit. The ballot 

manifest will be replaced by a card manifest.  Also, if the styles do not page-break uniformly between contests, 

then the CVR files will not correctly represent the contest because the votes will be spread into two files.  It is 

ideal for clarity (particularly of the manifest) that all styles of multi-card ballots place each contest on the same 

card number. I have not learned if Denver will be sorting and batching by card number. This would make sense 

for the audit, but cannot be implemented by the two Bell and Howell envelope scanner/sorters they have. It 

would require a sort based on style of the card inside the envelope. 

 

14) TARGET COLOR. In 2015 and 2016 Colorado issued a condition for use that required the Dominion systems to be 

operated in red-drop out mode and the ballots printed in black font with red oval targets. This meant the target 

would not appear in ballot scans used by adjudicators and more importantly would prevent the pixels in the 

target from being detected and added to the mark density that is compared to a threshold range that triggers 

adjudication. In 2016 the Dominion devices were verbally reported to be programmed for a 5 to 25 range for 

pixel density- in between which a voter mark density would trigger the ballot to be adjudicated. In 2017 some 

counties (El Paso is one) are printing black targets.  Black targets appear in the scan for adjudication and make 

voter intent easier to evaluate. Apparently there is no “audit log” or “settings document” that reports the 

setting for this threshold (two values- one the minimum density and one the maximum density). In 2017 it may 

be possible to compare the result on adjudication between black targets visible in the scans and those that are 

red and therefore invisible (the norm thus far). 

 

Denver in 2016 used a protocol for operation of the Dominion (Canon) scanner called for the device to stop on 

blank ballot. The theory behind this is the blank ballot exception could be caused by all red marks (invisible to 

the scanner with red drop-out activated). Upon such an exception, the operator would examine the ballot and if 

needed, turn off red drop out and rescan the ballot. Then return to red drop-out mode. (Details of this are 

uncertain to me.) Note that the Denver protocol would work only if the entire ballot is marked in red, and not if 

it is partially marked in red. Some counties such as Boulder have extensive protocol for checking ballots prior to 

scanning- looking for marks that will not properly scan, and also for identifying marks and missing cards. Boulder 

also has election judges pull these potentially problematic cards into a folder so that adjudicators can pay special 

attention to them. This is a very beneficial practice. 

 

15) TRANSPARENCY. The RLA can be, and in small counties in many cases probably will be conducted largely or 

entirely by insiders, usually local officials and long-time friends, sometimes employees, who serve as election 

judges. These insiders are those whom the election system trusts but the audit should not in principle.  These 



insiders already make the decisions that affect election accuracy and other forms of integrity. Far better if any 

critical person who wants to confirm the result of the audit may do so with access to primary records or copies 

thereof. To make that possible, the data that the audit touches should be available to the public in a reasonably 

convenient form. It may remain unclear in CO if all portions of the RLA are publicly accessible or are credentials 

required to observe and further - possibly to challenge decisions or process. No one has yet addressed the 

potential for challenge of the process. 

 

At present the CO Election Rule 25 only specifically permits public access to the meeting at which the random 

seed is created and to the software that runs the PRNG and calculates the sample sizes. One hopes that all 

processes of the audit- the decision over what contests to audit, the decision(s) of risk limit, the process of voter 

mark interpretation at the counties, the process of comparison of audit CVRs to unofficial CVRs, any updating of 

official CVRs or record of results or outcome, and any resulting full hand count will be accessible to the public. 

Likewise, the materials that document this process must be made public. Finally and perhaps most importantly, 

the ballots themselves in paper or electronic forms ought to be made public once anonymity of them is 

systematically cared for.  In what I consider to be a partial solution, hashes of the materials are being made and 

committed to in public. Unfortunately, these calculated hashes may be committing to materials that will not in 

entirety be made public. This topic of transparency and the necessary underlying anonymity is central to the 

best practice functioning of the RLA and will provide ample motivation for law, rule and best practice 

implementation in the future. 

 

One good idea to support transparency of the audit is to have the audit board photograph each side of each 

audited ballot for delivery to the state and presumably to the public. This will provide a means to virtually 

“observe” the audit process without being there. Neal McBurnett has contributed a recommendation along 

these lines here: 

http://www.sos.state.co.us/pubs/elections/VotingSystems/riskAuditFiles/SharingPicturesofSampledBallots-04-

10.pdf 

 

 

16) PRIVACY,ANONYMITY. The CO constitution allows no ballot to be marked in a manner by which the voter can be 

identified. Ballots are considered public records, but a law from 2012 allows potential leaks of voter privacy to 

remain in election records until they are requested by the public, prior to which items are withheld or redaction 

is performed. For ballots (paper, scans and CVRs) a blackout exists until the certification deadline well after the 

audit takes place. After that (some officials now say after the deadline for a recount has passed) ballots are 

accessible to the public once they have been redacted to the satisfaction of the clerk and recorder, and by 

decision of him or her, at the expense of a requesting party. A newly advanced rule states that counties will 

perform this redaction prior to submission of CVRs to the state, as if the state had requested them through the 

open records law.  

 

There has been a wide spectrum of county responses to requests for ballots in the past. For example see 

http://electionquality.com/tag/routfifty-com/ The new rule suggests that the state and counties are beginning 

to take responsibility for providing election records to the public for purposes of verifying the RLA and this is a 

very promising development.  

 

Redaction of the records would be unnecessary if the two different sources of violations of voter privacy are 

systematically remedied. One such is voter instigated such as initials, signatures and printed names that are not 

write-ins on the paper ballot. Such identifying marks can be dissuaded with instructions to the voter, and 

redacted at the time of opening of the ballot envelope using pressure sensitive labels such that duplication of 

the original is not needed. The scanner records the redacted paper thus protecting all succeeding 

representations of the voter intent.  

http://www.sos.state.co.us/pubs/elections/VotingSystems/riskAuditFiles/SharingPicturesofSampledBallots-04-10.pdf
http://www.sos.state.co.us/pubs/elections/VotingSystems/riskAuditFiles/SharingPicturesofSampledBallots-04-10.pdf
http://electionquality.com/tag/routfifty-com/


 

What CO needs is a regulatory definition of problematic voter-created marks so election officials are not 

responsible for an undefined threshold of privacy. To me the obvious definition is one where an uninformed 

third party could not know the mark is identifying. This would avoid redaction of anomalous marks such as 

coffee stains, extra dots on ‘i’s, marking patterns within the target or unusual patterns of votes on lengthy 

ballots. All of these require participation of the voter in violating the privacy and the system cannot without 

drastic redesign prevent these. The law can and does consider them unconstitutional. Here is an example of 

required detail in rulemaking: names in write-in areas on ballots should not be considered identifying just 

because they differ from registered write-in candidates. 

 

Another source of privacy violation is not under control of the voter. Ballots become identifiable because of rare 

style in the election, rare style in a recognizable voting method, and rare style in a batch that also equates to a 

batch of identifiable envelopes. Ballots could also become identifiable if they are marked by officials (print 

vendors, etc.) with identifying marks such as unique numbers or barcodes. The latter is now prevented by rule in 

CO. I have contributed to a writing on this topic under separate cover about anonymity that is attached in the 

Appendix. 

 

The correct syntax to address this topic is “voter privacy” or “ballot anonymity” or “secret ballot” as a voting 

method not an adjective “secret” followed by a noun ”ballot” the physical object. Ballot secrecy, ballot 

confidentiality, voter confidentiality, voter anonymity are all misleading and seem to quietly work against the 

desired transparency. 

 

17) EARLY STEPS DOCUMENT: CO established a working group of CO officials and subject matter experts to advise 

on the implementation of the RLA. Here is a link to an early recommendation I wrote with the help of many 

contributors and editors containing a set of principles, definitions, and steps for an imaginary desired RLA 

process. This I offer as food for thought. Much in CO’s current RLA follows the pattern laid out here: 

http://www.sos.state.co.us/pubs/elections/VotingSystems/riskAuditFiles/20170217Branscomb-

StepsRiskLimitingVoteTabulationAudit.pdf 

 

18) APPENDICES 

 

APPENDIX 1: Questions to ponder for implementation 
( the following questions and provisional answers were provided to the RLA implementation project early in 2017) 
 
To the Colorado Risk Limiting Vote Tabulation Audit project -copied with typo corrections from 
http://www.sos.state.co.us/pubs/elections/VotingSystems/riskAuditFiles/Update-CO-RLVTAproject-Harvie.pdf 
I suggest we be careful about using "audit" as a verb and become more specific in our texts for example: 
• achieve, or satisfy risk limit- 
• run PRNG - select sequence of ballot manifest entries to sample 
• sample- select by algorithm the ballot(s) for capture 
• capture- access paper ballot and report voter intent 
• measure risk- calculate risk for comparison to risk limit 
each of those could be replaced by "audit" at the expense of clarity. Best if we try to be more specific. 
 
Here is a set of questions that I think deserve to be answered. I have provided my proposed answer to each. 
1) Do we establish a default risk limit whenever "risk limit" is to be used? (yes - 5%) 
• is risk limit to be adjusted to account for the scale of the contest? (not at present until #2 scope of contests to be sampled is 
resolved) 

o 1% for all statewide? (no) 
o 1% risk limit only for top of ticket statewide contest? (yes) 

• should the risk limit be based on limited workload? (no) 
• is there an algorithm for meeting mixed-system risk limit statewide - both CVR and non-CVR? (yes it should be available soon) 

http://www.sos.state.co.us/pubs/elections/VotingSystems/riskAuditFiles/20170217Branscomb-StepsRiskLimitingVoteTabulationAudit.pdf
http://www.sos.state.co.us/pubs/elections/VotingSystems/riskAuditFiles/20170217Branscomb-StepsRiskLimitingVoteTabulationAudit.pdf
http://www.sos.state.co.us/pubs/elections/VotingSystems/riskAuditFiles/Update-CO-RLVTAproject-Harvie.pdf


 
2) Should we have a goal to achieve risk limits for all contests? (yes) 
• in 2018 and beyond (yes- with effective risk limits) 
• in 2017 (no, we will measure risk in contests in instances we have math to do so) 
• if not all, which in 2017? ( statewide plus countywide or if none, largest non-countywide contest) 
 
3) Do we have workload caps? (only for 2017) 
• 2017 workload caps for non CVR counties? (yes, limit to CVR-based sample size calculation at discretion of county) 
• 2018 workload caps for non CVR counties? (no- try to get a CVR solution from existing vendor) 
• after 2017 workload cap to transition to manual recount? (decision of when to switch to manual recount at discretion of county) 
 
4) Do we calculate sample size to the largest sample among minimum margin statewide or minimum margin countywide or if none, 
margin of largest in county? (yes, whichever produces the largest sample) 
• instead of "if none, margin in largest in county", another more contested contest? (if the choice samples more ballots, but at 
discretion of county) 
• also sample a minimum 16? (yes) 
• Audit Center creates and publishes list of ordered random numbers sufficient for all statewide ballots? (yes) 
• Audit Center publishes a list of ballot manifest entries as previously assigned to above random numbers? (yes) 
 
5) Do we capture all contested contests on all sampled ballots? (yes, with local discretion to stop capturing for satisfied, mandatory 
contests) 
• stop capturing (statewide, countywide, largest in county) as each contest is satisfied, settled ? (at local discretion, otherwise 
continue to capture) 
• keep capturing multi-county contests until all sampling stops? (yes, there is no in-process attempt to risk measure the multi-county 
except statewide) 
 
6) Do we calculate risk measurements for all contests possible to calculate? (yes) 
• publish risk measurements of non-mandatory contests? (yes with explanation of the meaning of risk limit) 
• publish remaining number of ballots likely needed to achieve risk limit? (yes if possible) 
 
7) Do we ask county to upload photo of each sampled ballot and original if duplicated? (yes) 
 
8) Do we ask county to capture voter intent blind - without prior knowledge of machine CVR? (yes) 
 
9) Do we continue to create a public record of interaction between stakeholders (advocates, counties) after rulemaking begins? 
(preferably) 
 
 

APPENDIX 2: Spreadsheet of predicted ballot samples per county, comparison counties (as of 11/8/2017) 

This sheet was provided by the CO SOS and was probably created subsequent to the decision about which contests to 

“audit” (one per county) meaning which would drive the sampling size. This sheet gives the counties a heads up about 

the approximate number of ballots they should prepare to sample in the first round. These numbers will change with 

late arriving ballots when tabulated, and of course any escalation will increase the number of ballots sampled. A county 

wide contest was chosen if one was available. Comparison audit counties are shown first followed by ballot polling 

counties. Several counties of the 64 did not have an audit. 

Note that these sheets do not include a report of undervotes- and these are needed in order to be able to correctly 

tabulate the election and prepare for the audit. Future reports of “election night” totals should include undervotes and 

overvotes – these also can alert us to potential accounting issues for the election 

A version of this sheet appears on the Audit Center here: 

https://www.sos.state.co.us/pubs/elections/auditCenter.html  

https://www.sos.state.co.us/pubs/elections/auditCenter.html
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Adams 
Adams 12 Five Star Schools 
Director District No. 3 1 2 

      
16,175  

       
7,850  

       
8,325  13.2% 9% 

        
39  

       
27,286  

      
63,061  No 

Alamosa 
Alamosa RE-11J School 
District Director District 1 1 3 

        
1,387  

       
1,056  

           
331  9.7% 9% 

        
53  

         
3,143  

        
3,428  No 

Arapahoe 
City of Aurora Ballot 
Question 2K 1 2 

      
20,208  

    
19,325  

           
883  1.0% 9% 

     
576  

       
40,762  

      
91,451  No 

Archuleta 
Archuleta County Ballot 
Question 1A 1 2 

        
2,146  

       
2,019  

           
127  3.0% 9% 

     
172  

         
4,176  

        
4,176  Yes 

Baca 
Springfield School District RE-
4 School Board Director 2 3 

            
368  

          
262  

           
106  11.6% 9% 

        
44  

             
560  

            
914  No 

Bent 
McClave School District RE-2 
School Director 3 4 

            
151  

          
110  

             
41  6.9% 9% 

        
74  

             
212  

            
594  No 

Boulder 
Boulder County Question 1B 

1 2 
      

48,535  
    

39,448  
       

9,087  9.8% 9% 
        

52  
       

92,777  
      

92,811  Yes 

Broomfield 
City and County of 
Broomfield Question 301 1 2 

      
11,646  

       
8,605  

       
3,041  14.7% 9% 

        
35  

       
20,643  

      
20,643  Yes 

Chaffee 
Salida School District R-32-J 
Director At Large 1 2 

        
2,313  

          
930  

       
1,383  19.0% 9% 

        
27  

         
3,768  

        
7,285  No 

Clear Creek 
Clear Creek County Ballot 
Issue 1A 1 2 

        
1,613  

          
893  

           
720  32.7% 9% 

        
16  

         
2,201  

        
2,201  Yes 

Conejos 
South Conejos School District 
No. RE-10 Director District C 1 2 

            
369  

          
293  

             
76  10.8% 9% 

        
47  

             
695  

            
705  Yes 

Costilla 
Centennial School District R-1 
Director - District 2 1 2 

            
343  

          
159  

           
184  20.9% 9% 

        
24  

             
545  

            
879  No 

Crowley 
Crowley County School 
District RE-1J Ballot Issue 3A 1 2 

            
414  

          
359  

             
55  6.8% 9% 

        
75  

             
779  

            
810  No 

Delta 
Delta County Ambulance 
District Ballot Issue 5A 1 2 

        
3,962  

       
2,115  

       
1,847  29.6% 9% 

        
17  

         
6,080  

        
6,236  No 

Denver 
City And County of Denver 
Initiated Ordinance 300 1 2 

      
50,271  

    
46,084  

       
4,187  4.2% 9% 

     
121  

       
99,609  

      
99,609  Yes 

Eagle 
Colorado Mountain College 
Ballot Issue 4B 1 2 

        
5,802  

       
4,749  

       
1,053  9.5% 9% 

        
54  

       
11,103  

      
11,103  Yes 

El Paso 
El Paso County Ballot Issue 
1A 1 2 

   
102,022  

    
49,805  

     
52,217  34.0% 9% 

        
15  

     
146,183  

    
153,597  Yes 

Elbert 
Elbert County Ballot Question 
1A 1 2 

        
4,358  

       
3,135  

       
1,223  22.1% 9% 

        
23  

         
5,524  

        
5,524  Yes 

Fremont 
Fremont County RE-1 School 
Ballot Issue 3A 1 2 

        
4,382  

       
3,833  

           
549  4.8% 9% 

     
106  

         
8,276  

      
11,381  No 

Gilpin 
Gilpin County Ballot Issue 1A 

1 2 
            

934  
          

468  
           

466  33.2% 9% 
        

15  
         

1,403  
        

1,403  Yes 

Gunnison 
Crested Butte Fire Protection 
District Ballot Issue 5A 1 2 

        
1,127  

          
552  

           
575  33.0% 9% 

        
15  

         
1,631  

        
1,740  No 

Huerfano 
Huerfano County Ballot Issue 
1A 1 2 

        
1,251  

          
996  

           
255  11.0% 9% 

        
46  

         
2,315  

        
2,315  Yes 

Jefferson 
Jefferson County School 
District R-1 Director District 2 1 2 

      
72,632  

    
49,190  

     
23,442  17.7% 9% 

        
29  

     
132,157  

    
132,159  Yes 

Kiowa 
Kiowa County Fire Protection 
District Ballot Issue 5A 1 2 

            
342  

          
272  

             
70  11.3% 9% 

        
45  

             
617  

            
617  Yes 

Kit Carson 

Burlington School District RE-
6J Directors - At Large (2 Year 
Term) 1 2 

            
684  

          
338  

           
346  24.8% 9% 

        
21  

         
1,054  

        
1,394  No 

La Plata 
Durango Fire Protection 
District Ballot Question 4A 1 2 

        
3,356  

       
1,427  

       
1,929  18.5% 9% 

        
28  

         
4,827  

      
10,450  No 



Lake 

Colorado Mountain College 
Board of Trustees Director 
District 3 1 2 

            
646  

          
276  

           
370  33.2% 9% 

        
15  

         
1,115    Yes 

Larimer 
Larimer County Ballot Issue 
1A 1 2 

      
49,285  

    
34,698  

     
14,587  16.9% 9% 

        
30  

       
85,821  

      
86,308  Yes 

Las Animas 
Las Animas County 
Referendum 1B 1 2 

        
2,863  

       
1,674  

       
1,189  25.5% 9% 

        
20  

         
4,656  

        
4,656  Yes 

Lincoln 
Limon School District RE-4J 
School Board Director 3 5 

            
366  

          
328  

             
38  3.9% 9% 

     
132  

             
601  

            
981  No 

Logan 
RE-1 Valley School District 
Referred Ballot Issue 3M 1 2 

        
2,672  

       
2,032  

           
640  13.4% 9% 

        
38  

         
4,740  

        
4,767  Yes 

Mesa 
Mesa County Ballot Issue 1A 

1 2 
      

27,933  
    

16,438  
     

11,495  25.6% 9% 
        

20  
       

44,953  
      

44,953  Yes 

Moffat 

Moffat County School District 
RE-1 School Board Director  
District # 1 1 2 

        
1,743  

       
1,301  

           
442  12.3% 9% 

        
42  

         
3,604  

        
3,604  Yes 

Montezuma 
Montezuma Cortez School 
District RE-1 Mill Levy 1 2 

        
2,419  

       
2,050  

           
369  5.7% 9% 

        
90  

         
4,499  

        
6,499  No 

Morgan 

Morgan County School 
District RE-3 Board of 
Education Director 3 4 

        
1,750  

       
1,149  

           
601  12.5% 9% 

        
41  

         
2,917  

        
4,820  No 

Otero 
La Junta Health Service 
District Ballot Question 5A 1 2 

        
1,695  

          
270  

       
1,425  33.0% 9% 

        
15  

         
2,046  

        
4,321  No 

Ouray 
Ouray County Ballot Issue 1A 

1 2 
        

1,224  
          

852  
           

372  17.8% 9% 
        

29  
         

2,093  
        

2,093  Yes 

Park 
South Park Health Service 
District Ballot Question 5A 1 2 

        
1,295  

          
480  

           
815  18.9% 9% 

        
27  

         
2,092  

        
4,305  No 

Phillips 
Haxtun School District RE-2J 
Ballot Issue 3A (Vote F 1 2 

            
324  

          
240  

             
84  5.9% 9% 

        
87  

             
570  

        
1,427  No 

Pitkin 
Colorado Mountain College 
Ballot Issue 4B 1 2 

        
2,100  

       
1,492  

           
608  16.0% 9% 

        
32  

         
3,797  

        
3,808  Yes 

Prowers 

Lamar School District RE-2 
School Board Director-
District A 1 2 

        
1,039  

          
864  

           
175  6.4% 9% 

        
79  

         
2,013  

        
2,725  No 

Pueblo 
Pueblo County Ballot Issue 
1A 1 2 

      
18,920  

    
16,258  

       
2,662  7.4% 9% 

        
69  

       
35,924  

      
35,924  Yes 

Rio Grande 
City Of Monte Vista Ballot 
Issue 2B 1 2 

            
653  

          
356  

           
297  10.3% 9% 

        
49  

         
1,017  

        
2,875  No 

Routt 

Colorado Mountain College 
Board of Trustees Director 
District 3 1 2 

        
1,546  

       
1,011  

           
535  7.7% 9% 

        
67  

         
5,668  

        
6,976  No 

Saguache 
Mountain Valley School 
District RE-1 Ballot Issue 3B 1 2 

            
345  

          
245  

           
100  8.0% 9% 

        
63  

             
591  

        
1,243  No 

San Miguel 
San Miguel County Ballot 
Issue 1A 1 2 

        
1,581  

          
916  

           
665  26.2% 9% 

        
19  

         
2,539  

        
2,539  Yes 

Sedgwick 
Revere School District Board 
of Education Director 1 2 

            
197  

             
86  

           
111  13.8% 9% 

        
37  

             
283  

            
804  No 

Summit 

Colorado Mountain College 
Board of Trustees Director 
District 3 1 2 

        
1,927  

       
1,092  

           
835  17.3% 9% 

        
30  

         
4,830  

        
4,830  Yes 

Teller 

Cripple Creek-Victor School 
District RE-1 Ballot Question 
3A 1 2 

            
527  

          
365  

           
162  15.9% 9% 

        
32  

             
997  

        
1,021  Yes 

Weld 
Weld County Referred Ballot 
Question 1A 1 2 

      
27,068  

    
18,202  

       
8,866  18.1% 9% 

        
28  

       
48,754  

      
48,865  Yes 

Yuma 

Yuma School District-1 
School Board Director - 4 
Year Term 3 4 

            
690  

          
542  

           
148  8.5% 9% 

        
60  

             
996  

        
1,748  No 

 

 



 

APPENDIX 3: Spreadsheet of predicted ballot samples per county, ballot polling counties 
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Custer 

Recall County 
Commissioner 
District 3  1 1406    2  

     
1,406  

    
1,130  276 

10.8
% 

  
N/A  

   
286  

     
2,559  2559 Yes 

Douglas 

Douglas County 
School District RE-1 
School Board 
Director, District G 1 37751    2  

   
51,379  

  
37,751  

1362
8 

15.0
% 

  
N/A  

   
148  

   
90,515  90607 Yes 

Garfield 
Garfield County 
Ballot Issue 1A 1 5217    2  

     
6,347  

    
5,217  1130 9.6% 

  
N/A  

   
358  

   
11,748  11748 Yes 

Montrose 

Montrose Regional 
Library District 
Ballot Issue 5A 1 6415    2  

     
6,415  

    
4,390  2025 

18.6
% 

  
N/A  

     
98  

   
10,884  10884 Yes 

Rio 
Blanco 

Rangely School 
District RE-4 Ballot 
Issue 3A 1 550    2  

         
550  

        
268  282 

15.9
% 

  
N/A  

   
136  

         
825  1769 No 

 

Appendix 4: Anonymity of CVR and advisory document for the Colorado RLA implementation process 

Preserving Anonymity of Cast Vote Records  

John McCarthy, Neal McBurnett, Harvie Branscomb, Ron Rivest,  
Philip Stark, & Mark Lindeman, 8/3/2017 

Executive Summary 

Colorado has passed a law requiring a “risk-limiting audit” (RLA) to be conducted starting in 2017. An RLA 

checks the accuracy of vote tabulation: specifically, it seeks strong evidence that election outcomes match those 

that a full recount would obtain. The most efficient RLAs make use of Cast Vote Records (CVRs), which report 

the machine (voting software) interpretation of voting opportunities on each ballot. The audit proceeds by 

examining a random sample of paper ballots, manually interpreting the votes on those ballots, and comparing 

the corresponding manual and machine interpretations. (Accordingly, this method is called a ballot-level 

comparison audit.) Fifty-four of Colorado’s 64 counties have acquired equipment capable of creating these 

CVRs as of 2017.  

Colorado’s elections combine many chaotically intersecting districts (legislative, county, municipal, school, 

special), producing a profusion of ballot styles. About 95% of Colorado’s ballots are distributed and returned in 

the form of mail ballot packets. Upon return, unsorted envelopes containing ballots are divided into batches for 

eligibility determination.  An identifiable return envelope associated with a specific residence address and ballot 

style is checked for evidence of eligibility.  

Colorado law requires secrecy in voting. This requirement entails that ballots being prepared for tabulation must 

be separated from the identity of the voter. Because CVRs summarize the content of ballots, they can pose 

similar threats to secrecy as ballots themselves. And because CVRs are crucial to efficient audits, they must be 

available to the public so that these audits are observable. Therefore, it is crucial that each CVR also be 

separated from the associated voter identity revealed on the envelope.  

This document addresses potential risks for correlation of the CVR with the identity of the voter, and offers 

possible means of preserving the anonymity of the CVR so that it may be used as required for the audit. 



Among these are temporary redaction methods and RLA-specific remedies that allow the audit to proceed 

without public access to specific “outlier” CVRs. Also proposed are best practice batch redefinition such as 

supported by draft election rule 7.10.5 and longer-term solutions such as beneficial restrictions on setting of 

district boundaries and ballot design. 

Because of the close relationship between CVRs and ballots, concerns related to CVRs often spotlight 

procedures that inherently jeopardize voter secrecy. Although redacting some CVRs can be an appropriate 

stopgap, we recommend that the underlying threats to voter secrecy be a Accordingly, we believe that redacting 

CVRs should be a short-term approach, pending procedural changes that better preserve secrecy in voting as 

affirmed in the state constitution. 

 

Principles: 

1) Audit process and materials must be available for in-person public inspection and verification 

2) Public access to physical ballots is necessarily limited by logistics, so alternative means for partial 

remote access are needed 

3) Audited evidence must be “committed to” in public before generating the random seed for the audit 

4) Distinct levels of access are applicable to specific categories of individuals 

a. Election officials (clerk, staff, SOS staff, canvass board, contractors) 

b. Watchers (credentialed by interested parties) 

c. Candidates 

d. Public 

5) Modes of access to evidence may vary depend on the type of evidence: 

● Original voter marked paper ballot 
● BMD printed ballot voted in person 

● BMD printed ballot voted remotely 
● Duplicated ballot representing original voter markings 
● Image of ballot as scanned by voting system 
● Photograph of voter marked paper ballot taken by auditors 
● Instances of above categories where voter has self-identified 
● Cast Vote Record as emitted by the voting system for unofficial results 
● CVR as uploaded and published for audit 
● CVR as updated during audit 

 

6) County required to cover or redact before “making available for public inspection” under Colorado 

Open Records Act (C.R.S.24-72-205.5) of “voted ballots”: 

● If voter has self-identified through marking 
● If there are fewer than 10 instances of a ballot format or portion thereof in the election 

 

Discussion: 

Anonymity issues affect access to paper ballots, scanned images, and photos of paper ballots, but these topics 

are not addressed here. Risks caused by voter self-identification of the paper ballot and copies thereof are not 

under discussion. Self-identification of ballots via pattern voting is also not discussed, as it cannot be used to 

provably identify a ballot or a CVR and requires the cooperation of the voter. Self-identification with paper 

ballots and images thereof is currently allowable under Colorado law. 



Here we are concerned with the potential for a published or viewed CVR to be identified with a particular 

elector, and the steps that must be taken to largely remediate this risk. 

The susceptibility of the CVR to identification with the voter depends on the policies and procedures of each 

county that uses a voting system that is capable of creating a CVR. It also depends on the fields chosen to be 

included in the CVR.  

In Colorado, the definition of the CVR is still somewhat dynamic. It is subject to recent rulemaking from 2016 

and 2017. The Appendix contains the CO definition of the CVR under Election Rule 21. There will likely be 8 

fields required by rule to be included. 

If counties follow proposed Colorado Election Rule 7.10.5 properly, there are a small number of situations 

which still need to be addressed, which we consider under (A).  If they do not follow the processes described in 

that rule, the situation is much more problematic, which we consider as case (B).  

(A) The envelope batches are disassociated from the tabulation batches physically and  logically prior to 

tabulation per proposed Colorado Election Rule 7.10.5: 

In this case the only CVRs that will be identifiable are those for which the style plus any other discriminating 

factor (e.g. “CountingGroup,” discussed below) is unique within any potentially deanonymized collection, that 

is, any collection that can be tied to a set of voters because it matches a group of ballots which is maintained 

intact from the eligibility check to tabulation. In small counties, it is likely that the only such collection is the set 

of all ballots in the county. In larger counties, it might represent a tub of 1000 or 2000 ballots. Harvie 

Branscomb has elsewhere (see link below) proposed requiring that any such collection contain at least five 

times as many ballot pages as the number of styles contained within. This “collection” represents an 

intentionally large scale partitioning of the ballots at which direct accountability of counts of pages is 

maintained.  

http://www.sos.state.co.us/pubs/rule_making/written_comments/2017/20170718Branscomb.pdf 

Under proposed rule 7.10.5 there remain three cases of anonymity risk at the CVR level built into the current 

Colorado election system that must be watched for. Once these are remedied, the CVRs can be published 

without risk to voter privacy.  

1) Rare ballot styles 

In some counties there are unfortunate cases where a coordinated ballot style is printed in very small quantity, 

bordering on unique. Instances exist in which perhaps only one or two ballot pages of these rare styles are cast. 

Such cases arise from, e.g., a school district border that briefly crosses a county line, or a congressional district 

that does so (e.g. CD1 voters in Jefferson County in a previous decade). Because publicly available records 

reveal which voters are eligible to cast these rare ballot styles, and which of them voted, both the CVRs and the 

ballots themselves ineluctably threaten secrecy. These CVRs and ballots should not be published or publicly 

audited. In fact, district lines that create rare ballot styles should not be allowed, since they inherently 

compromise the constitutional guarantee of secrecy in voting.  

Fortunately, risk-limiting audit theory allows for the handling of such rare and inaccessible ballots. They can be 

treated as if they are voted in a manner that least confirms the presumed winning choices (i.e., the worst case). 

The existence of these ballots tends to add to the number of discrepancies and increases the workload of the 

audit, perhaps only enough to motivate an eventual solution to the source of the rare style.  

These cases are rare and trivially soluble at the time the setting of district boundaries is done. Another 

opportunity for remedy occurs before the county agrees to coordinate to add the unfortunately designed district 

onto a county ballot via an Intergovernmental Agreement. At both times this problem can be solved by 

following best practices that remain insufficiently understood.  

http://www.sos.state.co.us/pubs/rule_making/written_comments/2017/20170718Branscomb.pdf


One such solution is to design the coordinated election to isolate the contest on a separate ballot, or equally 

effectively, to leave it in a separate election. This link leads to a proposal for change in the Form of Ballot 

statute to encourage a smart separation of contests on multiple ballot pages in a coordinated election. 

http://www.sos.state.co.us/pubs/rule_making/written_comments/2017/20170718BranscombMcCarthy.pdf  

A possible stopgap solution is to modify references (in the CVR field named “Ballot Type”) to ballot styles 

rendered rare by specific contests and redact those specific contest columns of the CVR to remove only the 

offending district election (e.g. school board) for all CVRs. It may be wise to redact similarly the CVRs in all 

other affected counties (to avoid the mistake of presuming that all ballots containing the contest are represented 

while a county contribution to the results is missing). This approach does not solve the anonymity problem with 

any paper ballot to be audited, and makes an assumption that the risk to anonymity of fleeting access to the 

paper is minor and that the problematic contest will not be captured into the record of the audit. To implement 

such a redaction, not only do the choice columns for the problematic contest need to be removed from all 

affected county CVRs, but the style numbers pertaining to rare rows need to be edited so that these newly styled 

CVR rows merge with others not containing the offending contest.  Note that this modification to the CVR is 

not trivial and may result in unanticipated errors and cannot be verified by the public. These represent two 

major disadvantages that need not be experienced if the other two alternatives are pursued (not coordinating and 

properly setting district borders). 

2) Unusual voting method  

The Dominion cast vote record contains a column entitled “CountingGroup,” which effectively reveals whether 

the ballot was cast in-person and whether a Ballot Marking Device was used. The voting method is also 

revealed to the public in the “who voted” list that parties use. Considering that only a few percent of voters 

choose to vote in-person in Colorado, the number of those voters using each style of ballot is very low. Thus, 

this information compounds the problem of rare ballot styles. Many of the in-person ballots and CVRs, if they 

include the CountingGroup field, are rare enough to require treatment as anonymity-risk ballots. Even after the 

CountingGroup field is removed from the CVR, such BMD/QR ballots may be, by non-ideal procedure, 

grouped in specific batches or planned to be counted on a specific scanner, thus revealing their category (in 

effect, CountingGroup) in the scanner ID. Anonymity is best ensured by mixing these ballots in with those from 

other voting methods as they are scanned. This is one more reason to re-create batches prior to tabulation. 

3) Military and overseas (UOCAVA) ballots 

Military and overseas (UOCAVA) ballots can be treated much like in-person ballot marking device ballots. In 

this case, however, the voter signs an affidavit recognizing the built-in lack of privacy of the transmission 

method for the ballot. The so-called UOCAVA ballots are even more rare than in-person ballots, but as far as 

one can predict, these ballots will not be separately identified in the CVR, unless by batch or scanner ID if the 

county decides to use a specific scanner or a special set of batches only for UOCAVA. UOCAVA batches 

might be indirectly identifiable because they contain Federal Write-in Ballots that can be recognized via CVR. 

In conclusion, when ballots have rare styles – say, if nine or fewer ballot pages of that style are printed and sent 

out (a higher number would be preferable) – counties must be ready to avoid auditing these ballots if they are 

randomly sampled, and treat them as exceptions. To defend anonymity of in-person BMD ballots, from a CVR 

point of view, the CountingGroup field must be removed from the Dominion CVR format. For UOCAVA 

voters, the original ballot tends to be identifiable even if the duplicate ballot is not. Among these UOCAVA 

ballots, those that have identifiable voter verified originals that were subsequently duplicated for tabulation, if 

randomly sampled, should also be considered inaccessible and treated as exceptions. 

(B) In this alternative situation, the procedures in proposed Colorado Election Rule 7.10.5 are not followed.  

Thus the envelope batches and tabulation batches are closely related in content (only a few ballots are 

http://www.sos.state.co.us/pubs/rule_making/written_comments/2017/20170718BranscombMcCarthy.pdf


either missing or removed for ineligibility reasons, and these are carefully accounted for in batch tracking 

records). Some measures may have been taken to improve anonymity of ballots in batches, such as to 

shuffle the order of ballots within batches, and the envelope batch numbers may have been textually 

disassociated from and no longer relate to the tabulation batch numbers. The following concerns remain 

after these measures have been taken: 

Many of the fields contained within the CVR still give ample evidence about the match between the envelope 

and tabulation batches. Batch sizes are likely small compared to the number of styles printed (including in some 

elections, precinct styles).  Once batches are matched, all of the unique styles contained will be identifiable. In 

many more instances of rare styles, the voter intent will be exposed for all voters in the same style if they vote 

alike in a contest. 

Here are examples of ways to use various CVR fields to match disassociated batches from eligibility check 

(envelopes are identifiable) to tabulation (ballots presumably anonymous): 

Batch ID: Use of a common Batch ID between eligibility and tabulation offers an easy means to match the two. 

Once renumbered, the count of batches and the order of numbered Batch IDs may provide evidence for 

matching the batches. Redaction of the BatchID is not a solution because the BatchID (and at least indirectly, 

container ID) is needed to locate the paper ballot to match to the CVR for the audit. 

Ballot Position: the maximum of this sequence number will indicate the size of each batch. The count of ballots 

in a batch is very good evidence for matchup of batches used for envelopes and used for tabulated ballots. 

Making all batches the same size could resolve this issue, but because of unexpected changes in batch size after 

envelope opening due to missing and double ballots returned, equal size batches are difficult to obtain without 

re-batching. Again, either Ballot Position or Imprinted ID will be needed to locate the ballot within a batch. One 

of these fields is needed within the CVR to accomplish the audit. 

Imprinted ID: Assuming that this is a semi-sequential number to aid in ballot location, the range of Imprinted 

IDs will also reflect the batch size and possibly batch tabulation order. If these are sequential across batches, 

they will also match loosely to envelope batch creation order, thus revealing clues to batch identity. 

Ballot Type (as named in Dominion’s CVR format): This field contains the Ballot Style as defined in rule. The 

frequency of various ballot types (styles) in a batch almost certainly uniquely identifies it to a specific envelope 

batch. That is true unless envelopes were sorted by style (or sets of styles) prior to batching, so that the ballots 

within a batch are provided anonymity by uniformity in style. Ballot style is inherent to the CVR for whatever 

contest choice fields are included. These could be redacted at the loss of auditability for those contests, but the 

Ballot Style entry for each CVR row that contains redaction would have to be edited to prevent it from 

revealing the redacted contest within the style number. 

These matching methods are possible because of the dangerous policy of maintaining batch identity from 

envelope to tabulation. How do we redact the CVR in order to prevent use of the above methods of matching? 

The remaining fields within the CVR must be adequate to permit public commitment and sharing of at least the 

CVR portion of the election record. Far better would be a sharing of access to the paper and a sharing of the 

ballot scanned images, but that is beyond the scope of this discussion. 

One method proposed by Neal McBurnett would suffice to defend voter privacy and allow public access to the 

audit assuming that the audited contest(s) are all countywide. That method would simply split the CVR such 

that remaining contests reported are all countywide or greater. This means removing all columns that relate to 

partial county contests. At the same time, the column for Ballot Style must also be removed along with 

“CounterGroup.” This would put into effect a simulation of a two-card ballot election where the second card 

contains only the non-countywide contests and it is not audited, or at least, in this case, ignored for purposes of 

audit. The virtual second card is separated from the first card, eliminating any rare style association with the 



first card. This approach removes the style consciousness of the CVR, making the CVR amenable to delivery to 

the public including under the terms of the Colorado Open Records Act (CRS 24-72-205.5 (4)(b)(III)). And it 

paves the way for an adoption of a two-card ballot anonymity defense that isolates all the style complications to 

a separate physical card, tabulated separately and producing a separate CVR. 

If there is no countywide contest, and the SOS has selected a partial county contest for “audit,” then the 

redaction must be more sophisticated or more drastic in order to permit an audit of some contests to be held in 

public. For example, only the entries for a particular set of contests could be committed to and published in a 

CVR file without the columns for “CounterGroup” or “Ballot Style.” 

Obviously these redaction approaches need extension when a combination of countywide and partial county 

contests are being audited – as we expect for the 2018 election. In that case, it is crucial to consider the number 

of unique styles in any collection that matches an associated collection of envelopes, to see if criteria for voter 

privacy are satisfied. At present those criteria are only available in CORA 24-72-205.5. It would be better to 

have election-auditing-specific criteria for maintaining voter privacy, and particularly criteria that solve the 

problems as close to the source as possible. A very useful step for solving these issues is sorting of ballots by 

style (or groups of styles), either before envelope batches are formed, or after opening envelopes but before 

forming tabulation batches. Sorting ballots by machine or by hand, according to style or groups of styles, while 

the ballots are still in envelopes is beneficial if envelope batches will continue to match tabulation batches. 

APPENDIX 

Excerpt of Election Rule 21 

 
21.4.14 Ballot-level Cast Vote Records and Exports. All voting systems certified by the Secretary of State for use in 

Colorado on or after January 1, 2016 must meet the following requirements for ballot-level cast vote records and exports 

on or before December 31, 2016:  

 

(a) The voting system must capture a ballot-level cast vote record (CVR) consisting of a single record for each ballot 

tabulated, showing the manner in which the voting system interpreted and tabulated the voter’s markings on the ballot, as 

adjudicated and resolved by election judges, if applicable.  

 

(b) The voting system must be able to aggregate in a single file and export all CVRs in comma-separated value (CSV) text 

format. 

  

(c) The CVR export must contain the following fields, with values or data populated by the voting system:  

(1) CVR Number.  A sequential number from one to the number of CVRs in the export file. This can be used 

as an alternate method to identify each CVR.  

(2) Batch ID.  Identifies the batch in which the paper ballot corresponding to the CVR is located.  

(3) Ballot Position.  Identifies the position of the paper ballot corresponding to the CVR within the batch.  

(4) Imprinted ID. If the scanner model supports imprinting a unique character string on the ballot during 

the scanning process, the voting system must populate this field with the unique character 

string.  

(5) Ballot Style.  Indicates the ballot style of the paper ballot corresponding to the CVR.  

(6) Device ID.  Identifies the scanning device by model, serial number, and/or scanning station identifier. 

(7) Contest and Choice Names.  

Each contest and choice on any ballot in the election must have its own field so that 

voters’ choices in all contests can be easily and independently tabulated after the CVR 

export is imported into a spreadsheet application.  

(8) {Proposed} NUMBER OF VALID CHOICES.  

THE NUMBER OF VALID CHOICES (E.G., “VOTE FOR 3”) FOR EACH CONTEST. 

 

(d) The header or field names in the CVR export must unambiguously correspond to names of the contests and choices on 

the paper ballots.  



 

(e) The contests and choices must be listed in the same order as they appear on the ballots.  

 

(f) A vote for a choice must be indicated by a “1”. No vote for a choice or an overvoted condition must be indicated by a 

“0”. Choices that are not applicable to the CVR must be left blank.  

 

Constitutional provision for anonymity (secrecy in voting). 

Colo. Const. Art. VII, Section 8 ELECTIONS BY BALLOT OR VOTING MACHINE 

 

All elections by the people shall be by ballot, and in case paper ballots are required to be used, no 

ballots shall be marked in any way whereby the ballot can be identified as the ballot of the person 

casting it. The election officers shall be sworn or affirmed not to inquire or disclose how any elector 

shall have voted. In all cases of contested election in which paper ballots are required to be used, the 

ballots cast may be counted and compared with the list of voters, and examined under such safeguards 

and regulations as may be provided by law. Nothing in this section, however, shall be construed to 

prevent the use of any machine or mechanical contrivance for the purpose of receiving and registering 

the votes cast at any election, provided that secrecy in voting is preserved.  

Relevant statute. Note that Colorado Open Record Act is typically relied upon to define access to election 

records for all persons other than election officials. These others include the public who might attend the audit 

or attempt to verify its process and conclusions. Note that “internal batch reports … for the purpose of auditing” 

are specifically excluded from access during the “stay period” prior to certification deadline. This sentence was 

included over strong objections at the time (2012). Some language in CRS 24-72-205.5 says “before the ballot 

may be made available for public inspection” and that statement does not appear to be dependent on a prior 

CORA request. Indeed it is unreasonable to expect the access to “ballots” during the audit to be subjected to 

limitations that apply for all members of the public attempting to gain access to public records. But it may be 

seen as reasonable for these restrictions to apply to records that are about to be published for the purpose of 

verification. Note then that the word “ballot” refers to the ballot scan as well as the Cast Vote Record. 

C.R.S. 24-72-205.5 (2)(a) "Ballot" means a ballot voted by any acceptable, applicable, or legal method 

that is in the custody of an election official. "Ballot" includes any digital image or electronic 

representation of votes cast. 

C.R.S. 24-72-205.5 (3) (a) Except as otherwise provided in paragraph (b) of this subsection (3), the 

designated election official shall not fulfill a request under this part 2 for the public inspection of ballots 

during the period commencing with the forty-fifth day preceding election day and concluding with the 

date either by which the designated election official is required to certify an official abstract of votes 

cast for the applicable candidate contest or ballot issue or ballot question pursuant to section 1-10-102 

or 31-10-1205 (1), C.R.S., as applicable, or by which any recount conducted in accordance with article 

10.5 of title 1, C.R.S., or section 31-10-1207, C.R.S., is completed, as applicable, whichever date is 

later. The denial of public inspection of ballots authorized pursuant to this paragraph (a) shall also 

apply to any internal batch reports generated by a designated election official for the specific purpose of 

auditing ballots received in the course of conducting an election. 

C.R.S. 24-72-205.5 (4) (b) (I) The original ballots shall at all times remain in the custody of the 

designated election official or his or her designee. In the discretion of the designated election official or 

his or her designee, and subject to the provisions of paragraph (a) of this subsection (4) and this part 2, 

the designated election official or his or her designee shall determine the manner in which such ballots 

may be viewed by the public. 

http://www.lexisnexis.com/hottopics/colorado?app=00075&view=full&interface=1&docinfo=off&searchtype=get&search=Colo.+Const.+Art.+VII%2C+Section+8
http://www.lexisnexis.com/hottopics/colorado?app=00075&view=full&interface=1&docinfo=off&searchtype=get&search=C.R.S.+24-72-205.5
http://www.lexisnexis.com/hottopics/colorado?app=00075&view=full&interface=1&docinfo=off&searchtype=get&search=C.R.S.+24-72-205.5
http://www.lexisnexis.com/hottopics/colorado?app=00075&view=full&interface=1&docinfo=off&searchtype=get&search=C.R.S.+24-72-205.5


(4) (b) (II) The designated election official or his or her designee shall cover or redact, based upon the 

most practical means available, any markings or message on a ballot that may identify the particular 

elector who cast the ballot before the ballot may be made available for public inspection; 

 

(4) (b) (III) To protect the privacy of particular electors, any ballots cast by electors within groups of 

discrete individuals who are more susceptible of being personally identified, such as military and 

overseas electors, shall be made available for public inspection only to the extent such ballots may be 

duplicated without identifying elector information. Insofar as such ballots are not able to be duplicated 

without identifying elector information, they are not available for public inspection. Notwithstanding 

any other provision of this section, no ballot, or any portion thereof, may be made available for 

inspection where the ballot, or any requested portion thereof, is identical in printed form, considering a 

combination of the election contests at issue and precinct coding, to only nine or fewer ballots, or 

comparable portions thereof, among all ballots used in the same election. However, any such ballot, or 

any requested portion thereof, that is identical in printed form to ten or more ballots, or comparable 

portions thereof, used in the same election may be inspected. 

 

(4) (b) (IV) To protect the privacy of particular electors, ballots made available for inspection may be 

presented in random order selected by the designated election official or his or her designee; 

 

… 

 

(5) Notwithstanding any other provision of this section, nothing in this section affects either the rights of 

a watcher set forth in the provisions of titles 1 and 31, C.R.S., or the operation of a canvass board in 

accordance with the provisions of articles 1 to 13 of title 1, C.R.S. 

 
 

 

Sample of Dominion Cast Vote Record  

(Many other columns on the right hand side of the figure, representing choices in various contest choices, have 

been redacted for clarity and column names have been split onto two lines for readability. Also, the CVR file 

has been sorted by “BallotType.”) 

 

Cvr 

Number 

Tabulator 

Num 

Batch 

Id 

Record 

Id 

Imprinted Id Counting 

Group 

Precinct Portion Ballot 

Type 

DEM REP 

128 9 3200 49 9-3200-49 Mail 4295603363-01 (363-01) 1 1 0 

129 9 3200 50 9-3200-50 Mail 4295603363-01 (363-01) 1   

156 10 2 16 10-2-16 In 

Person 

4295603363-01 (363-01) 1 1 0 

93 9 3200 3 9-3200-3 Mail 4295603365-02 (365-02) 2 0 0 

130 9 3200 4 9-3200-4 Mail 4295603365-02 (365-02) 2   

 



Appendix 5: Denver County Sample Ballot (4 sides, 2 cards in this style): 

 

 

 

  



 

 

 


